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validator: <document>,
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£ 2-2 SR

=22 KE ol
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BFERS| BRDDSEMHY_idEK5|5), DDSIESZTIFESAERIENFEE FEIZAF
EXFHF/EFERS.
SNTFEREFERRS|FHIFRIE, s IBIHEFIRF (H FebEm) FA
B5E, RABIDDSHLUNETSEEHRS .
S58%5| DDSEXHZNFER ERIBAFRENRS!, BIEARE.
SARIPIENFERNINFEEEEEN .. fltn, IR—EE
Z5|A{userid: 1, score: -1}4HpY, F5|EEKuseridiiRF, AR
B userid{ERiZscoretffF .
WFEARSIFIHEFRIE, R5IBVHEFIRRE (FPafERs) nT AR
ERS | 2AIFHEFRE.
2R DDS{EAZHERS IRERS|ITFHEELETIINGS . RFSI8E3%A
BYFE, DDSHEAENS I TECERMINRS|IN, XLEBRE
5| EIEEE LA HEN— P SN ITERRIERE S AR
1. DDSEMIRERRCIE— I BRES|, NIRES|IFREAHAE
B, BAFEEISESHREE,
&5|BR
H5 |EOABIRERS IR e MBS @ (BD13k-1)RNEE, FRTRIEEAD
. Bltn, #E{ item : 1, quantity: -1 } ERIRRYZRE B H R item 1_quantity-1.
FEOLeIEEEENBRNES|, tLItLEABTRES FIRIENRE. fla0, EE
— R EEBEproductsESLUEFT M B EFEFEYEAIN R . THEAcreateindex() 75
EEBAESNERINEE FIE— S
db.products.createlndex( { item: 1, quantity: -1 } , { name: "query for
inventory" })
ZeJLAfEFAdb.collection.getindexes() 5/ ZEE RS 1B R. —BEIiERS|, BEEHE
Hin. BR, SRR ERFATRERCIERSI
DDSIRE T IF B A RIS 12 Bk T E R B IR IEE .
tlE=Rs|
S DDSERU TS EIERE!:

db.collection.createindex(keys, options)

o key (ENIFEOIENRSIFER, 1 MEERAFCIERS], - 1UREFEIERSI.
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FRiER 2 HUEREfER
o optionsiZANESH, ERRIESHIIFRNT:
Parameter Type Description
background Boolean ERIAESofalse,
ERS|IIREREEHRE

HIREERIE,
backgroundd8ELAR
arnelERsl,

unique Boolean AiNMEofalse,
FEAVAI ] Pl :
IBENtrueBliEH—=
5lo

name string F5|9BTR, WERKIE
E, MongoDBRIEidiE
ERSINFEREZMHFE
Eﬁiﬁi—ﬂ\?g |

N o

expireAfterSeconds integer BE—TLARY SIERAY
8, SRk TTLRRE,
IREESHILEFITEL

£E]2 CIERS,

EB=ESZ 5| ( Single Field Index )
db.user.createlndex({"name": 1})

ERETE I nametli2 T EFERRS|, HEEINRXInameFERIISHEIIEK,
EREINRSIA0, DDSEIALIZAYIIRE[EE2XFEE, {"name™ 1} KFH
FZ=5|, aLiBE{"name": -1 RIEEEFERS|, WTFREFEREE], HAF/[EF
MR2—HERY,

E48%3| (Compound Index )

SE5E5|IRBEFRSIARNMAE, BHNSBNFRIAGEIERS|, FEE—F
BHEF, 8—1FRIERINSESREC N FRAF, OREE,
db.user.createlndex({"name": 1, "age": 1} )

ZHERE|

-  AERSINFERAHERT, tIBRENERSIFRASBEES].

- ZREFTS|SAHANEITTEREL—EEFES.

NRIguserEEENIA—habit=FER ( H4E ) AFHAKEE), TETOEHEE
SEEFRI AR AT LAFI B habit==BRAVZ RS .

{ “name” : “jack” , “age” :19, habit: [ “football, runnning” 1} //iIX2
personFZH—FAFER .

db.user.createlndex( {"habit": 1} ) //Ez&hBIEZkeyZ3|
db.user.find( {"habit": "football"} ) //ZAHEERIEREFHIA

$B3 BEESKS.

db.user.getindexes()
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NS IR EERSS
FkisE

2 HiEREER

=4 MRESHBERS!.
db.user.dropindexes()
BRESIEERS| . MNTAXMBRuserEESH"name"&R5|,

db.user.dropindex({"name": 1})

TR

LIRS

pEF=E AN

DDSPR T ST SFIARRIZERIRIRS|, RREXI RS IEH—LAFIRRIBE M .

E—25|(unique index ) : RIEFRS NI FRASHIERAE, tba_id&R
S|FiRHE—ERS].

TTLERS|: FJLSNENSEFER, EEXEEHNE (Z3isEiEEZE
g AR IESEE ) .

#8525 (partial index): RENIFEEMIERMAIAEETES],

WES | (sparse index): RENIFAERSIFRIIEETRS|, JEMENSIR
S|B—FFR BT -
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Fxisrm 3 MRREFREIE

3.2 IRz BEASHEE

iz DDS EWECEIFHERE

1. connectTimeoutMSIEHERTAT BRI IIIEF A S EEEM R TIREIET . 1
FhE:
connectTimeoutMS = 10000ms

2. socketTimeoutMSBhLETCPIBISHANTIRE T, HFA S
BE AW SRIATER2-365, &IEAE/NF10s,
socketTimeoutMS = max ( 10000ms, 3{ZE< VS ATIE] )

3. minPoolSizelEiEitiER/NEREE , HFACE:
minPoolSize = 10

4. maxPoolSizelEiZiM R KIEEE . HERCE:
maxPoolSize = 50 - 100

5.  maxldleTimeMSEZEMIIFFIXA Z BT LATE P RIFHNSEATHTE . #HEEFE
=

maxldleTimeMS = 10000ms

A E=

AE(FHsocketTimeoutMSKH IEEMREEEIEFEIRANS TS . FTEFEH
maxTimeMS, LUERSZEETABGHEERE PiniaAHIR1E,

3.3 HF Java F&
3.3.1 IKzhE). INISHKER

DDSX#5i@id JavaiE S RIRIFEURE, BidavaiEEsLflRn NELFE FESSUER
%T%*DEHPT%%SSLHE%E}%?@'W, Hep(EASSLUERERINEIIRE, BEAESNIRE

DDSHSEBIBUARASSLEIRINE , FESSLIESEFESSL.

IXEh&E=
1. HNariRal Tl T E0EEDDSEHERRYRENE “mongo-java-
driver-3.12.9.jar” , LtZRBIRM TIHAIDDSEIEESLBIRIAPIEO
2. RIS EELER.
7 NS

EZPiRHEEIDK.8, IDKEEFAH, ZiFWindows, LinuxESMEE,
TmELAWindows A%, MBIDKECEIRIE:
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1 DOSEMMA “java -version” , BEIDKIRA, FHIAJIIDK1.8hRA . UIRKZE
JDK, B FHZEBHZE,

H£E;2 EwindowsRERFRES “UEBRN~ Eir ERELARE, &F “Blt”

SE3 EREN ‘RE BOY, BEEMNSHES ‘“SRERIRE” .

$R4 TREN ‘REREM” BOF, REATAN “HREE” .

L5 RN ‘KBTS BOFR “‘RATE” XIFEFIRBNMTEEFHNLTEE,

TEZ BE TEE
JAVA_HOME | ¢ E=FTE, MEE “48 | JAVANZEER.
= R fBan: C:\Program Files\Java
o EXRGME, MEmE | \jdk1.8.0_131
“%ﬁ@” o
Path JmiE o EBLETIAVA_ HOME, NIEZTE(E
MEBimEiNLE: %JAVA_HOME%
\bin;

o EXELEIAVA HOME, METZSE
BUSBIENN_E JAVAZZERI L IR

C:\Program Files\Java
\jdk1.8.0_131\bin;

CLASSPATH i ..%JAVA_HOME%\lib;%JAVA_HOME%
\lib\tools.jar;

$,e HE “HAE” , FARXXAZED.

-

3.3.2 EREEERE

{$5F8 SSL iFHiE
(REELY:

ZAENBETFSSLERE, FEFHSSUER, BTIEPRIFHERIIERE.
EEILAE “SCOIETR” WE, RELFISMHN “BAXMER" THE, 2E “HEEER" &R
“SSL” 4bit, FEAREBIALE.

B BidlavaiEiEzMongoDBEURERE, A3V avaiE gLl T :
o IEIFFIBTA:

mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&ssl=true

o EEFIRIANLE:
mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica&ssl=true

o ERZEIEEEE:
mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&ssl=true
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%= 3-1 SH0RA

2H yizl:lz
<username> HEBERPEZ,
<password> HRIAFREDS.

<instance_ip> MRBIE MRS EEIEE, “instance_ip” 2FHIP, B
“BAREE” TUmEZEAIRY “ R’

WNRIESEE T AMANZEISE, “instance_ip” J9IZSE
BIE4TER “FEIEAMIP”

<instance_port> | i, ZAIA8635, i—“lﬁlJlﬁﬁEl && ‘BEAXMER” WHEIZE
BleY “ BEREF RO

<database_name | #iEER, BIFEERZIHIREES.

>
authSource SNHEREYERE, BENadmin,
ssl EFE, BEPtrueNRE2EAssiEREEC,

iEEMongoDBEUIEZERYavaftid, BI&Z LA T xRA:

import java.util. ArrayList;
import java.util.List;
import org.bson.Document;
import com.mongodb.MongoClient;
import com.mongodb.MongoCredential;
import com.mongodb.ServerAddress;
import com.mongodb.client.MongoDatabase;
import com.mongodb.client.MongoCollection;
import com.mongodb.MongoClientURI;
import com.mongodb.MongoClientOptions;
public class MongoDBJDBC {
public static void main(String[] args){
try {
System.setProperty("javax.net.ssl.trustStore", "/home/Mike/jdk1.8.0_112/jre/lib/
security/mongostore");
[ INEBRBREMERBEESICHRPERANZEXE, BINERENHHENEE
SPFR(EBNEFN . SRNERE), HIREE;
/| BB P EMERRFEMEEREF A, BITAREIRIBEEENEREFIRER
T8 (MREESZTRBREE B BIRHITIRE) EXAMPLE_USERNAME_ENVA
EXAMPLE_PASSWORD_ENV,
String password = System.getenv("EXAMPLE_PASSWORD_ENV");
System.setProperty("javax.net.ssl.trustStorePassword", password);
ServerAddress serverAddress = new ServerAddress("ip", port);
List addrs = new ArrayList();
addrs.add(serverAddress);
[ INEBRBREMERBEESIRPERANZEXE, BINERENHHENEE
SPFH(EBNEFN . ERNERE), HIREE;
/| ARBILAB P EFMERRFEMELREF R, BITARERIBEENEREFIRER
EMERERBIRIERBBREHITIRE) EXAMPLE_USERNAME_ENVA]
EXAMPLE_PASSWORD_ENV
String userName = System.getenv("EXAMPLE_USERNAME_ENV");
String rwuserPassword = System.getenv("EXAMPLE_PASSWORD_ENV");
MongoCredential credential = MongoCredential.createScramSha1Credential("rwuser",
"admin", rwuserPassword.toCharArray());
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List credentials = new ArrayList();

credentials.add(credential);

MongoClientOptions opts= MongoClientOptions.builder()
.sslEnabled(true)

.sslinvalidHostNameAllowed(true)

.build();

MongoClient mongoClient = new MongoClient(addrs,credentials,opts);
MongoDatabase mongoDatabase = mongoClient.getDatabase("testdb");
MongoCollection collection = mongoDatabase.getCollection("testCollection");
Document document = new Document("title", "MongoDB").
append("description”, "database").

append("likes", 100).

append("by", "Fly");

List documents = new ArrayList();

documents.add(document);

collection.insertMany(documents);

System.out.println("Connect to database successfully");

} catch (Exception e) {

System.err.println( e.getClass().getName() + ": " + e.getMessage() );

}
=3 TIER

javac -cp ..mongo-java-driver-3.2.0.jar MongoDBJDBC.java
java -cp ..mongo-java-driver-3.2.0.jar MongoDBJDBC

R

FTUEBiER
RERY:C
AR BFSSLERER, EFNRSHETEDRLE, MPERTHSSUES.

£ Eid)avaiEEMongoDBEIERESLAY, (LABHRY)avabE & zlan T
o EEFIETA:

mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin

o EEFIRIANE:
mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin&replicaSet=replica

o EEFIEERE:
mongodb://<username>:<password>@<instance_ip>:<instance_port>/<database_name>?
authSource=admin

& 3-2 SHURA

2% WiAH
<username> HEBERPEZ,
<password> HEIAFRES.

<instance_ip> MR BT R RIRS2/1ER:, “instance_ip” 2FEAIP, BD
“BAREE REZSEFIRY “ ARttt .
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e 15A8

WNREITIEE T AMBNIREISIE, “instance_ip” JIZSL
BIE4PER “FEIEAMIP”

<instance_port> | im[, EAIA8635, HFiinM, &% “BEAER” RHEIZE
BleY “FRERO” .

<database_name | #iEESR, AIEEERIEIEES .

>

authSource ENFEREERE, BYEadmin,

EEEMongoDBEURERYJavaftis, AISELAITRA):

import com.mongodb.ConnectionString;
import com.mongodb.reactivestreams.client.MongoClients;
import com.mongodb.reactivestreams.client.MongoClient;
import com.mongodb.reactivestreams.client.MongoDatabase;
import com.mongodb.MongoClientSettings;
public class MyConnTest {

final public static void main(String[] args) {

try {

// no ssl

[NERRBRENZEEESEINBRERANZENGE, BNERBENHHENEEEH
FH(EBNEFN . ERNERE), HREE,;

/l ZIKTWJL,LFHF'%WﬁﬁfM%Z‘ AERBTEFNO, ETARORIECERIMEPIRENRT
E(HETESTNERIER SEREHITIRE) EXAMPLE_USERNAME_ENVA]
EXAMPLE_PASSWORD_ENV,

String userName = System.getenv("EXAMPLE_USERNAME_ENV");

String rwuserPassword = System.getenv("EXAMPLE_PASSWORD_ENV");

ConnectionString connString = new ConnectionString("mongodb://" + userName + ":" +
rwuserPassword + "@192.*.**:8635,192.* * *:8635/test? authSource=admin");
MongoClientSettings settings = MongoClientSettings.builder()

.applyConnectionString(connString)

.retryWrites(true)

.build();

MongoClient mongoClient = MongoClients.create(settings);
MongoDatabase database = mongoClient.getDatabase("test");
System.out.println("Connect to database successfully");
} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");
}
}
}

Nt
3.3.3 5 TEUEE

BiXpIaEiERER, SIANITERXSE

import com.mongodb.client.MongoClients;

import com.mongodb.client.MongoClient;

import com.mongodb.client.MongoCollection;

import com.mongodb.client.MongoDatabase;

import static com.mongodb.client.model.Filters.*;

import com.mongodb.client.model.CreateCollectionOptions;
import com.mongodb.client.model.ValidationOptions;

M HkRAS 01 (2025-02-10) WA © EARTERABIRAE 19



MASERREARSS
Fxism 3 MRREFFRLIE

iAi8) DataBase

HELZKE—MIRHIFAIMongoClient3EfIfE, BTN ™A LKiHa— N database,
AR

MongoDatabase database = mongoClient.getDatabase("test");

BEES
HIREN—1"MongoDatabase3Lflf5, RILAEISUI T arS RS2 EIRENAIE

MongoCollection<Document> coll = database.getCollection("testCollection");

Eﬁﬂ%ﬂ@—ﬁ‘%ﬁ

AT LUEE createCollection() BiEERHEIE—IES, HECIEIHMEEEIZESH
B,

database.createCollection("testCollection", new CreateCollectionOptions()..sizelnBytes(200000))

AT

Document docO = new Document("name",
.append("age", 3)
.append("gender", "

zhangsan")
male");

Document doc1 = new Document("name", "LiSi")
.append("age", 2)
.append("gender", "female");

Document doc2 = new Document("name", "

.append("age", 5)

.append("gender", "

wangmazi")
male");

List<Document> documents = new ArrayList<Document>();
documents.add(doc1);
documents.add(doc2);

collection.insertMany(documents);

MIpREE

collection.deleteOne(eq("_id", new Objectld("00000001")));

MR

MongoCollection<Document> collection = database.getCollection("test");
collection.drop()

R
MongoCollection<Document> collection = database.getCollection("contacts");
MongoCursor<String> cursor = collection.find();
while (cursor.hasNext()) {
Object result = cursor.next();

}
st ER

MongoCollection<Document> collection = database.getCollection("test");
MongoCursor<String> cursor = collection.find(
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new Document("name",
.append("age: 5));
while (cursor.hasNext()) {
Object result = cursor.next();

}

zhangsan")

#4TbuildinfoFcollStats

MongoClient mongoClient = MongoClients.create();
MongoDatabase database = mongoClient.getDatabase("test");

Document buildInfoResults = database.runCommand(new Document("buildInfo", 1));
System.out.println(buildinfoResults.toJson());

Document collStatsResults = database.runCommand(new Document("collStats", "restaurants"));
System.out.println(collStatsResults.toJson());

BlEERS|

MongoClient mongoClient = MongoClients.create();

MongoDatabase database = mongoClient.getDatabase("test");
MongoCollection<Document> collection = database.getCollection("test");
collection.createlndex(Indexes.ascending("age"));

3.3.4 TERH

package mongodbdemo;
import org.bson.*;
import com.mongodb.*;
import com.mongodb.client.*;
public class MongodbDemo {
public static void main(String[] args) {

[ INEBRBREMEREESIBHPERANZEXE, BNARENHHENETETES
FH(EBNEFN . ERNERE), HREE;

/| ARBILAB R EMERRFEMELREF NG, BITARGIRIBEENMIREFIREIMGE
EMERERBRIER B BRHITIRE) EXAMPLE_USERNAME_ENVA]
EXAMPLE_PASSWORD_ENV,

String userName = System.getenv("EXAMPLE_USERNAME_ENV");

String rwuserPassword = System.getenv("EXAMPLE_PASSWORD_ENV");

String mongoUri = "mongodb://" + userName + ":" + rwuserPassword +
"@10.66.187.127:27017/admin";

MongoClientURI connStr = new MongoClientURI(mongoUri);

MongoClient mongoClient = new MongoClient(connStr);

try {

[/ {EF& )9 someonedb RIEIERZE

MongoDatabase database = mongoClient.getDatabase("someonedb");
// BRI8££4& /3 someonetable AJE

MongoCollection<Document> collection = database.getCollection("someonetable");
/| EEBNEIE

Document doc = new Document();

doc.append("key", "value");

doc.append("username", "jack");

doc.append("age", 31);

/| BNEHE

collection.insertOne(doc);

System.out.println("insert document: " + doc);

/] EEREHE

BsonDocument filter = new BsonDocument();
filterappend("username", new BsonString("jack"));
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MongoCursor<Document> cursor = collection.find(filter).iterator();
while (cursor.hasNext()) {
System.out.println("find document: " + cursor.next());

}

} finally {
IR
mongoClient.close();

}

}
}

BZavaizOSE B2 NEB N,

3.4 £F Python ¥k

3.4.1 PyMongo &

PythoniE =8I PyMongosk ADDSEEFER Mt —iniaizEn, NARFUET
PyMongoit1T4UiEIR{E, PyMongosc#5SSLiER:, PyMongoMIaR@Id &= thAYS sz
SBEIEN

PyMongoRIZEHL R EHLEM.

3.4.2 iEEHIERE

BRI

&S

B PythoniE L BIRI S RBLHE N SSLIEBiERFM AP FESSUEBiEEmM, H
HREFASSLEREERT T INEINEE, BEEEsNREMN,

DDSHETSLHIEIAKIASSLEEIND:, FRSSLIESEHFSSL,

1. EEHUIEEREM=IRS SV /RFNIDDSEIZ [EMEEE, ATLAMERurlipSERE
DDSEEfIBRSSimAYIPHIiR S, MiXRZIEEM .
curl jp.port

1R[8] “It looks like you are trying to access MongoDB over HTTP on the native
driver port.” , IXBEMEEIE .

2. EEMRIRS S EZRPythonlARE=FH %% pymongo., #EEEM
pymongo2.8hRZAN .

3. WRFRESSL, FEEFRELETHRIES, FEETEMERIRSSR.

o SSLFFRE
import ssl
import os
from pymongo import MongoClient
# INEBANBEPZNEREESIRBHAERANZENGE, BNEREHHERETETR
FH(EBAEFR. FRNES), BiRLe
# ARBIL B P Z2INEBRRFEHRETEPHE, ETARGENESEAEREFIEERET
EMETERMEIRIERS B REITIRE)EXAMPLE_USERNAME_ENVA]
EXAMPLE_PASSWORD_ENV
rwuser = os.getenv('EXAMPLE_USERNAME_ENV')
password = os.getenv('EXAMPLE_PASSWORD_ENV")
conn_urls="mongodb://%s:%s@ip:port/{mydb}?authSource=admin"
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connection = MongoClient(conn_urls % (rwuser,
password),connectTimeoutMS=5000,ss|=True,
ssl_cert_reqs=ssl.CERT_REQUIRED,ssl_match_hostname=False,ss|_ca_certs=${path to
certificate authority file})

dbs = connection.database_names()

print "connect database success! database names is %s" % dbs

e SSLx[A
import ssl
import os
from pymongo import MongoClient
# INEBNARPZINEREESIIRNBHPERANZENG, BNERENHFHEREETSE
R (B R 2 SAF L ﬁﬁﬁﬂjﬁ’iﬁ) BIREE
# ZKT{ﬁJLAﬁHP%$D£ﬁ%1%Z‘ ERETER G, BETARGENSEERAMMERRENES
EHETESTERERSERETIRE) EXAMPLE_USERNAME_ENVA]
EXAMPLE_PASSWORD_ENV
rwuser = os.getenv('EXAMPLE_USERNAME_ENV"')
password = os.getenv('"EXAMPLE_PASSWORD_ENV")
conn_urls="mongodb://%s:%s@ip:port/{mydb}?authSource=admin"
connection = MongoClient(conn_urls % (rwuser, password),connectTimeoutMS=5000)
dbs = connection.database_names()
print "connect database success! database names is %s" % dbs

(RARY:
URLAAGIAEEIRE® A “admin” , BD “authSource=admin” ,

3.4.3 iHTEUEE

BIREFIRNBREFEETMEIEEER, FUIBMIIF— MongoClient client.

i5ia) DataBase

HELB—MItRIIFAIMongoClientsEflfE, BN TAIRIHE—database,
NI

db=client.test_database
FHERBUNTHIIEE

db=client["test_database"]

paES
collection=db.test_collection
SEXBUNTAERIEE
collection=db["test_collection"]
ETNEIE—ES
AT LAEIE createCollection()FiEERIBIE—NES, HECIRBIHRIEEIZESH
B
collection = db.create_collection("test")
AR

student = {
'id": '20170101",
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'name’: 'Jordan’,
‘age": 20,
'gender": 'male’
}
result = collection.insert(student);
fhpR =
result = collection.delete_one({'name": 'Kevin'})
fHpRZ=
db.drop_collection("test")
&R
result = collection.find_one({'name": 'Mike'})
L ERENEE

result = collection.find_one({"author":"Mike"}

EB{Tap=<
#1417 buildIinfo #0 collStats
db.command("collstats","test")
db.command("buildinfo")
g
count = collection.find().count()db.command("buildinfo")
HER
results = collection.find().sort('name', pymongo.ASCENDING)
print([result['name'] for result in results])
tlEZ=s|
result=db.profiles.create_index([('user_id',pymongo.ASCENDING)],... unique=True)
o gk —
3.4.4 SSEEH

#!/usr/bin/python

import pymongo

import random

import os

# INEBRIBERZEBEEEESIRBHPERANLZENK, BNEREXFRENETEPFN
(BRI . (ERIEE), BIREE

# ARBIL B RZIEBRFEHETEFHE, ETARGEIELEEAEREFIEERETE (R
BT EEERIEE S BRI TIEE) EXAMPLE_USERNAME_ENVFIEXAMPLE_PASSWORD_ENV
username = os.getenv('EXAMPLE_USERNAME_ENV')

password = os.getenv('EXAMPLE_PASSWORD_ENV")

mongodbUri = 'mongodb://%s:%s@10.66.187.127:27017/admin'

client = pymongo.MongoClient(mongodbUri % (username, password ))

db = client.somedb

db.user.drop()

element_num=10

for id in range(element_num):
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name = random.choice(['R9','cat','owen’,'lee',')'])
gender = random.choice(['male’,'female'])
db.user.insert_one({'id"id, 'name':name, 'gender':gender})
content = db.user.find()
for i in content:
print i

EZPyMongolE[1IE2EER N,

3.5 EF Golang &
3.5.1 Ik=hED

Xm0 T %

DDS#5BIT GoiE S MKIRIEHIE, BT GolEELHIRY VA FSSSLAIEERE]
KAISSUNIEEZMT, HPFESSUEREENEINE, BEAESNREM.

DDSHTSEAIBARASSLEUEME , FFESSLESEFESSL.

2 {FAHgo mod FEIRzEN
require go.mongodb.org/mongo-driver v1.12.1

goM RSN

import (

"go.mongodb.org/mongo-driver/bson"
"go.mongodb.org/mongo-driver/mongo"
"go.mongodb.org/mongo-driver/mongo/options"
"go.mongodb.org/mongo-driver/mongo/readpref"

)

3.5.2 EEEIERE

HIRR SR

&S

1. EEHIEENS MY S IRSS 2=V RFNIDDSEIZ EIMEZEIE, aJLAERcurlits$iER
DDSELAIBRSZImRAYIPFIIR S, Mk MZEERE 4
curl ip-port

IR[E “It looks like you are trying to access MongoDB over HTTP on the native
driver port.” , 1HBAMLEEIE,

2. WRFESSL, FEEFRELETHRIES, FLEFRMERIRSSE.

o SSLFRE
/] M NIEREIIE
[ INERR R SZBREESERBHIERANZEXE, BNEREENHHERREEEF
FR(EBNEXFN. FRINEE), RRREE;
/] KRB BEREEBREFEERETES Y, ETARERIELEA MR IRENET
EMETEFTERIEESBERNHITIRE) EXAMPLE_USERNAME_ENVA[
EXAMPLE_PASSWORD_ENV,
username = System.getenv("EXAMPLE_USERNAME_ENV")
password = System.getenv("EXAMPLE_PASSWORD_ENV")
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credential := options.Credential{
AuthMechanism: "SCRAM-SHA-1",
AuthSource: "admin",
Username: username,
Password: password,
}
// SETA URI, 3E& SetDirect i&J false
highProxyUri := "mongodb://host1:8635,host2:8635/?ssl=true"
clientOpts := options.Client().ApplyURI(highProxyUri)
clientOpts = clientOpts.SetTLSConfig(&tls.Config {
InsecureSkipVerify: true,
}).SetDirect(false).SetAuth(credential)
// BEiER URI, $EE SetDirect & true
//directUri := "mongodb://host:8635/?ssl=true"
//clientOpts := options.Client().ApplyURI(highProxyUri)
//clientOpts = clientOpts.SetTLSConfig(&tls.Config {
// InsecureSkipVerify: true,
//}).SetDirect(true).SetAuth(credential)
/] EHESER)
ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
defer cancel()
client, err := mongo.Connect(ctx, clientOpts)
if err '=nil {
fmt.Println ("mongoSEfliEiERN: ", err)
return
}
// Ping £¥5=
ctx, cancel = context.WithTimeout(context.Background(), 2*time.Second)
defer cancel()err = client.Ping(ctx, readpref.Primary())
if err != nil {fmt.Printin("ping T LM "err)
return

}
/| EREURENES
collection := client.Database("test").Collection("numbers")
/] FENPEREE
ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
defer cancel()
oneRes, err := collection.InsertOne(ctx, bson.D{{"name", "e"}, {"value", 2.718}})
if err != nil{fmt.Printin("EANEBSKICREM: "err)
return
lelse {
fmt.Println(oneRes)

}
/] HEEHE/A
ctx, cancel = context.WithTimeout(context.Background(), 100*time.Second)
defer cancel()
docs := make([]interface{}, 100)
fori:=0;i<100; i++{
docs[i] = bson.D{{"name", "name"+strconv.ltoa(i)}, {"value", i}}
}
manyRes, err := collection.InsertMany(ctx, docs)
if err '=nil {
fmt.Printin ("t EIEANKML: "err)
return
lelse {
fmt.Println(manyRes)

}

SSL% ]

// SR FiEsE readPreference BUE primary (BA)-RiEFT5, primaryPreferred-EW (L
%, METSATH, MENTR

// secondary-RIENTI R, N RAA SRS secondaryPreferred-M T Rfftst, TINTSR
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A, MEED
1/ LMIEﬁﬁE’JFﬁP%%Dﬁﬁ%E?ﬁ%éUﬁﬁ%EPE&*E’J&%FLIL, ENERENFHERETET
R (BN 2 SF AL Eﬁﬁﬂj‘ﬁ’é‘:ﬁ) tREE;
/| BB RZ2IEBREFEHRETZEFHE, ETARGENESEAEREFIEERET
EMETESTEIRBEESBEREHTIRE) EXAMPLE_USERNAME_ENVA]
EXAMPLE_PASSWORD_ENV,
username = System.getenv("EXAMPLE_USERNAME_ENV")
password = System.getenv("EXAMPLE_PASSWORD_ENV")
highProxyUri := fmt.Sprintf("mongodb://%v:%v@host1:8635,host2:8635/?
authSource=admin&replicaSet=replica&readPreference=secondaryPreferred",username,pass
word)
ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
defer cancel()
clientOpts := options.Client().ApplyURI(highProxyUri)
client, err := mongo.Connect(ctx, clientOpts)
// Ping £ 5=
ctx, cancel = context.WithTimeout(context.Background(), 2*time.Second)
defer cancel()err = client.Ping(ctx, readpref.Primary())
if err '=nil {
fmt.Println("ping =M "err)
return

}
[ EEREURERNSE
collection := cllent Database("test").Collection("numbers")
/] FENPEEE
ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
defer cancel()
res, err := collection.InsertOne(ctx, bson.D{{"name", "e"}, {"value", 2.718}})
if err '=nil{
fmt.Printin ("{ENBZICREM: "err)
return
lelse {
fmt.Println(res)

}

3.5.3 iHTEIEE

i5ia] DataBase

il Sy

HELE—MIRAIFEIMongoClient3CfilfE, BT ™A LKiAa—database,
RN

db:= client.Database("test")

LFKEN—"MongoDatabase3EflfE, BILAUESIN N apSRIERIEBIHXNES

coll := db.Collection("testCollection")

ETHEIE— &S

AT LU CreateCollection() 5iEERAICIE—NES, HECIBIMRIEEIZESH
Bk,

db:= client.Database("test")

ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
defer cancel()

sizelnBytes := int64(200000)

testCollection :=
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pEF=E AN

(e rst]

db.CreateCollection(ctx,"testCollection",&options.CreateCollectionOptions{SizelnBytes:
&sizelnBytes})

3.5.4 SZERHG

ArS5a9Context BRI AWK ERNMET 108 .

BRINEUTWYEZET, —EEEEMaxTimeMS:

- Find

- FindAndModify
- Droplndexes

- Distinct

- Aggregate

- Createlndexes
- Count

import (

"context"
llfmtll
"strconv"
lltimell

"go.mongodb.org/mongo-driver/bson"
"go.mongodb.org/mongo-driver/mongo"
"go.mongodb.org/mongo-driver/mongo/options"
"go.mongodb.org/mongo-driver/mongo/readpref"

)

const (
ConnectTimeout =10 * time.Second
SocketTimeout =60 * time.Second
MaxldleTime =10 * time.Second
MaxPoolSize =100
MinPoolSize =10
DefaultContextTimeOut = 10 * time.Second
MaxTimeMS =10 * time.Second

)

func main() {

(HMMETERRBIRIER BB RHITIRE)EXAMPLE_USERNAME_ENVFQ

/| BRI RS

[ INERRIBREMEBRERSEINBHIERANEENE, ENAERENHSENRETETE
MEBNZXFE . (ERINEE), BREE;
/| ZRBILABR2MEBRRFERREETNE, ETARARIBEESMNETRENETE

EXAMPLE_PASSWORD_ENV,

username = System.getenv("EXAMPLE_USERNAME_ENV")
password = System.getenv("EXAMPLE_PASSWORD_ENV")

highProxyUri := fmt.Sprintf("mongodb://%v:%v@host1:8635,host2:8635/?

authSource=admin&replicaSet=replica&readPreference=secondaryPreferred",username,password

)

clientOpts := options.Client().ApplyURI(highProxyUri)

N#5hRZA 01 (2025-02-10)

WRIERE © LEARITERARERAF

28



MASEIREERSS
FkisE

3 NAEREFARYE

clientOpts.SetConnectTimeout(ConnectTimeout)
clientOpts.SetSocketTimeout(SocketTimeout)
clientOpts.SetMaxConnldleTime(MaxIdleTime)
clientOpts.SetMaxPoolSize(MaxPoolSize)
clientOpts.SetMinPoolSize(MinPoolSize)

/] EEEURE
ConnectCtx, cancel := context.WithTimeout(context.Background(), ConnectTimeout)
defer cancel()
client, err := mongo.Connect(ConnectCtx, clientOpts)
if err '=nil {
fmt.Println ("mongoSEfliEiERg: ", err)
return
}
/] Ping £ =
ctx, cancel := context.WithTimeout(context.Background(), DefaultContextTimeOut)
defer cancel()
err = client.Ping(ctx, readpref.Primary())
if err '=nil {
fmt.Println("ping =T =ELM: ", err)
return

}
/] EEEURENES
collection := client.Database("test").Collection("numbers")
/] FENBEREE
ctx, cancel = context.WithTimeout(context.Background(), DefaultContextTimeOut)
defer cancel()
oneRes, err := collection.InsertOne(ctx, bson.D{{"name", "e"}, {"value", 2.718}})
if err '=nil {
fmt.Printin("fENBZICREM: ", err)
return
} else {
fmt.Println(oneRes)

}
/] LA
ctx, cancel = context.WithTimeout(context.Background(), DefaultContextTimeOut)
defer cancel()
docs := make([Jinterface{}, 100)
fori:=0;i< 100; i++ {
docs[i] = bson.D{{"name", "name" + strconv.ltoa(i)}, {"value", i}}

}
manyRes, err := collection.InsertMany(ctx, docs)
if err '=nil {
fmt.Printin("ItEIBWAKML: ", err)
return
} else {
fmt.Println(manyRes)
}
db := client.Database("test")
/] PREIE

ctx, cancel = context.WithTimeout(context.Background(), DefaultContextTimeOut)
defer cancel()
cursor, err := db.Collection("numbers").Find(ctx, struct{}{},

options.Find().SetBatchSize(100).SetMaxTime(MaxTimeMS).SetSkip(int64(1000)).SetLimit(100))

if err '=nil {
fmt.Printin("STREIALM: ", err)
return

}

for cursor.Next(ctx) {
fmt.Println(cursor.Current)
}
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4 EIRHUEENR

1

4.1 FNABBRYLE

DDSSHXIRERRRABLL, WREHT—FEIIRER, LUNISERETIRRIZ 5k
ko HXRERARSIFARENRISNERERBIEERT, MDDSKEEALZZHRE,
IR /BIT SR, BN, TiEEREIERE.

o HUEFELAIBIEE, RASCIZERARNEERA rwuser, EREEFEEF1E
T, HnEEREREEK,

o EIIAFAEINEEEFEEXIARHAR. ZARLTHAERE, FEEF
EE, FEFERERREEREEK.

FERG=
EHfTmongodumpfImongorestorei{ElY, INRXTEILHFHTRMDKE, NSHI
RPRIGIEEM . ESrwuser FBFPISEA) ERJadminZEFIconfig R RS IR . AT, BRHR
BB 1EXER, BIRTIEERE,

4.2 ABEERE
DDSEZETFACHNEERIEHAFPIEEADIISIR, Aoz mERe
MEEXBE.

4.2.1 MERHE

MERBERRZEMERNABEER, BRI HANREREZTRGread,
readWrite,

mongodbfEARAERERIIEER, FLUBIZ— T AFERZERT— 1A, A8
BRTYREZS, BELIBENAE,
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41 ELRNERE

=)=} PR fEA BarRERS
read read G SIZEEREIE | changeStream. collStats. dbHash.
REESHUBEMTIAES | dbStats. find. killCursors.,
RRES listindexes. listCollections
(system.indexes.
system.js.
system.namespaces)HJt%
PR o
readWrite readWrite B8 &readfd | collStats. convertToCapped.
BRINRERHEINTXIIE | createCollection. dbHash. dbStats.
REESHIEANESIN dropCollection. createlndex.
R, BERNRFES droplndex. find. insert. killCursors.
system.jsEIEEAUR o listindexes. listCollections. remove.
renameCollectionSameDB. update
readAnyDat | readAnyDatabasefa8 | TEMongoDB34RAZEI, ZABER
abase EXIfR T configflllocalz | XFconfigfllocalEHEERNZEIRE . =4
SN EIRE R RISEA BIAR AR FBEINX AN EIR I TIE
PR, BRIXTFEANERE | B, WEEEadmingiEEFRET AP
BlistDatabasesap &1z XN EIEZERNreadBE
Eo
readWriteA | readWriteAnyDatabasef | fEMongoDB3 4k AZHi, iZAEEE
nyDatabase | @& &XIf&T configfl Xtconfigfllocal BHBERIEEIR . 24
localZHMNRBHURERNE | BIRAUNR B EXNXF N EYEEHITIE
ENR. BN FENME | B, WEERadminZiEER BT
2t S listDatabasesdps | XFMNEUEZER readWritefB &,
1BRIE,
dbAdmin dbAdMINBEBEITE | ¢ XWFRFKES (system.indexes.
LEIR(ESS (Sschematf system.namespaces.
x. &5l. WERITHER) system.profile) @ & i< 1R(E:
BIR, ZAEArEER collStats. dbHash. dbStats.
FilRe SRR find. killCursors. listindexes.
listCollections. dropCollection and
createCollection ({XiEH
system.profile)

o MNTFIERBRESBIWIIRIE:
bypassDocumentValidation.
collMod. collStats. compact.
convertToCapped.
createCollection. createlndex.
dbStats. dropCollection.
dropDatabase. droplndex.
enableProfiler. relndex.
renameCollectionSameDB .
repairDatabase. storageDetails.
validate
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o=

PUBRAEIR

BEarER RS

dbAdminAn
yDatabase

dbAdminAnyDatabasefa
BaAEUFdbAdmMInE
BXTREHIRESEN
PR, B&T configHUEEERN

localFiERE . RIRTXTFEE
MNEEFE S listDatabases
i SIRIE,

fEMongoDB3.4hRAZ g, ZABESE
Xtconfigfllocal BURERIEIENIR . =
BRI R B EX RN IR ERHTE
2, NEEFadminiiEEETHEPX
X EIEERIdbAIMINAE .

clusterAdmi
n

clusterAdminfa&85
MongoDB&ERF E IR R=HY
BRESUR o

clusterManager. clusterMonitor&[]
hostManager=1""AEHIRERIR, 3
Bix#fBdropDatabaset®{Fap < HIIN
PR o

userAdmin

userAdminBE8E8%Y
BIEUEERIEI NN AE
FIARFRIRIR,. z@mEsn
FREEHETAR(B1ER
BEEF AR, FrLAX
T HEEHRHEETEHR
FBF (root) B9iAIa4Y R,
R R EFEadminEdE
EF', tHEIEERF SRR
Ko

changeCustomData.
changePassword. createRole.
createUser. dropRole. dropUser.
grantRole. revokeRole.
setAuthenticationRestriction.
viewRole. viewUser

userAdmin
AnyDatabas
e

userAdminAnyDatabase
ReEasXuT
userAdminB&XFErE
HIEFERIR P SENR,
& T config&iEEFlocal
HiERE

o WTFEMEAMIIRE:
authSchemaUpgrade.
invalidateUserCache. listDatabases

o JFFEFESadmin.system.usersF]
admin.system.rolesBl & ap S1R(E:
collStats. dbHash. dbStats.
find. killCursors.
planCacheRead. createlndex.
dropindex

422 HEXAE

AFREEXfAeEARadn < tIZrERItAe, R85 CRUDIRER—FES
M, EREAEHN—FMHSM, TLIBIGSHYRRNEIR. FRREHITE
EX, BFRTMERBTERENRLSN, HibNRAHENEER.

ellfENR e l[ES2) =)
o ZCIEAEH, FEREEMURIAF (AEMrwuser ) EEFIEIEESA. 1#
BES EREIERE .

e EidcreateRolefEEBENX AR, LAY ARDb, ARAYcollectionHITINRIE
#, BalAMNEfAE b4,

o ACLIETKENERAZEIPRA]EidgrantPrivilegesToRole, grantRolesToRole,
revokeRolesFromRolekrevokePrivilegesFromRoleds < $AENE & W EI R . 1¥
BESIeIEHEERE.
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4.2.3 QIEHEHEAE
elfEy=z)s)
db.createRole(role, writeConcern)
o  SHroleHNIESHL, KEAHE, FBUWT:
{
role: "<name>",
privileges: [
{ resource: { <resource> }, actions: [ "<action>", ...},
:
roles: [
{ role: "<role>", db: "<database>" } | "<role>",
:
authenticationRestrictions: [
{
clientSource: ["<IP>" | "<CIDR range>", ...],
serverAddress: ["<IP>" | "<CIDR range>", ...]
}l
:
}
BBYRENUT:
FEB i) i8R
role string =) =K
privileges #¢H WIRSE, FETEREN
AERSERNR.
ZEHIRBENTEERR
IREZABITEEN
PR o
resource X1 BFiEEERREES
=4
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FE it} 5B
actions #eR TRy 2R AT FAAVIRIES!
X, EBactionfliT~:
e find
e count
e getMore

e listDatabases
e listCollections

e listIndexes

e insert
e update
e remove
EZactionsis2WEH
A,

roles #¢H WIS, HBTEN
BEHEINAEA,

ALZRRSTENRE
readei&readWrite, tH
gu%ﬁﬁ):' BENXIE

authenticationRestrictio | 48 Ak, AFiEEzme
ns A NAYIPIt 5 | Pith
HtES

e writeConcernoiES# BRIsEDSHIwWrite concernfIZE4

25y =] =)

db.grantPrivilegesToRole(rolename,privileges,writeConcern)

db.revokePrivilegesFromRole(rolename,privileges,writeConcern)
Firap S B AEAERIEE BIKGEEIINIR .

o S¥rolenameAVIRSH, BTIEEFEHIBEETR.

o  SHprivilegesHABFEZEAINIR
db.grantPrivilegesToRole(
"< rolename >",

[

{ resource: { <resource> }, actions: [ "<action>", .. ]},

=

{ < writeConcern >}

)
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2 4-2 privileges EFRENX

FE S izl

resource XY 2??57@'@% HEES

actions #4A SEcreateRoleETH B
/2]

Br7 EiRds<, iEsziFupdateRoleXIAEEEEEAER,

db.updateRole(role, update, writeConcern)

& 4-3 2HRA

FE i) A8
role string AEEMR
update #¢H wWiksH, StlIEmen

$HprivilegesB5& N —
M. BFEABESNA
ERNEIIRES

writeConcern X5 RS AREEDSH
write concern B9%4%

HprmFAeE

db.dropRole(rolename, writeConcern)

o Z¥rolenameAESH, EMERIAEEZIR,
o writeConcernt &S ARIEERSHIwrite concernBIZE4,

4.3 FAFEE

DgS%:JﬁHPE@WBE%B%E?%@%IE, BidLE AP F AR A ERE TERAIN
PRIZ=H

AT EEEIREL ORI EIERSS, CECIEBEUEESAIN, MISEERS =
zf1795EIEIZadmin, monitorflbackupMKF . SNRIKEME. Bapa . EBIXLEMKA
RIZIRFIAPR, S5 LE,

SHFHIEEEERMKF rwuser, LARERREIZAIK,, SIF KR AIZERS
4.3.1 GIEEARF

BRAFA

o THFIERIEHXINIRER, Bikrwuser BRESEFENIR, NRBEEFEE
MAP#ITERE, WREXTESEERFNR,.
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o (ERARENRAIAF (BJfEMrwuser ) EEEIEURERSLH .

o iBiJcreateUserfIZERIAR, BITIRESIENIABFRIEHIXIREFAISER .
HAhFEEFERIZ passwordDigestor" S IRE "server", BUESEHITE
W, EINXPMIRERN T BELZERE,

BlEZAR

db.createUser(user, writeConcern )

o ¥ Huser IR SE, LENNE, B8 TERBFIBINENAEE

N0

e writeConcernAmANi%&S%, RBEANHY, B8 7 IEIEIEAIwrite concernZk3l,

user]HEENX THF, HAENWT:
{
user: "<name>",
pwd: "<cleartext password>",
customData: { <any information> },
roles: [
{ role: "<role>", db: "<database>" } | "<role>",

]’...

authenticationRestrictions: [

{
clientSource: ["<IP>" | "<CIDR range>", ...],
serverAddress: ["<IP>" | "<CIDR range>", ...]

L

:
mechanisms: [ "<SCRAM-SHA-1|SCRAM-SHA-256>", ... ],
passwordDigestor: "<server|client>"

}

2 4-4 user SEURAE

FEB il 1588

user string HMAPEMR.

pwd string FRFZEE, REE
$externalEiEE LiE1T

db.createUser() LABIZEIS
ER1FAE7E MongoDB4h
BP9, Mpwd=EAR

=VER.
customData L= %R, (HEERER,

ZFERURTEHEEER
HESIFERP X
{HaEIRE. Flan, xXerid
=AFPEZsRTID,

roles #tH EFHEFPIBE., aJLig
E—PNEHA[REIEE
BReNERF.
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authenticationRestriction | #1480 o1%RY . ARSSEEXICIERY
s FAFsEHIATAIS D IRIE
RHl, BFiEEz/mEn]
ERYIPHbLIEEY 2 PHEE
E&,

mechanisms #¢H ai%AY . TEZ’E%?@UE
SCRAM BB P EIERYSE
SCRAM#HI . HBIRE
SCRAM-SHA- 1*DSCRAM—
SHA-256,

passwordDigestor string ARy, e R=TEserver
RIEEclientimiQ i,
EiAEserver,

ANl
o SIERAFRNARHEERFAREREE
{EEFHdb.createUser () ZEproducts&iEE+eliZaccountAdmin01 B .

use products
db.createUser( { user: "accountAdmin01",
pwd: "Changeme_123",
customData: { employeeld: 12345 },
roles: [ { role: "clusterAdmin", db: "admin" },
{ role: "readAnyDatabase", db: "admin" },
"readWrite"] },
{ w: "majority" , wtimeout: 5000 } )

PA_EIREIE BB accountAdmin01 LA R A :
-  fFEadminFiRZEFAEAclusterAdminFreadAnyDatabase .
- fEproductsEiEZEFAE HreadWrite,

o CIEAFHNE—HEERTFSIHE

LATRIEBIEZE— P EproductsEiEEHR B & SreadWritefldbAdmingISFEF, AR
ZaccountUser,

use products
db.createUser(
{
user: "accountUser",
pwd: "Changeme_123",
roles: [ "readWrite", "dbAdmin" ]
}
)

o CIEAFPRAETFAE

LA EEEadminEiBEFSIE— P& BreportsUserfI R, (BRISBRY
BRAat.,

use admin
db.createUser(
{
user: "reportsUser",
pwd: "Chagneme_123",
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roles: [ ]
}
)

o CIEEERAFPHETAS

THERMEESEadmin HUEESEIEE FappAdminBIAER, FRFZBFXT
configgUREANEERIONIR, FRFPEILIEN S FEIENRLSE, oA
ERE,
use admin
db.createUser(
{
user: "appAdmin",
pwd: "Changeme_123",
roles:
[
{ role: "readWrite", db: "config" },
"clusterAdmin"
1
}
)

o SIEBSHIIERHEIER

TR ESEESIERMIEEROIZE— N Arestricted IR . iZFF REEMIPHE
11£192.0.2.0i%425!IPHb11E198.51.100.00% A BEH 1T EHHIEIE o

use admin
db.createUser(
{
user: "restricted",
pwd: "Changeme_123",
roles: [ { role: "readWrite", db: "reporting" } ],
authenticationRestrictions: [ {
clientSource: ["192.0.2.0"],
serverAddress: ["198.51.100.0"]
11
}
)

o {YHEFSCRAM-SHA-256iFH Bl
THERBEESCE— R ESCRAM-SHA-256/EBAFEF .

use reporting
db.createUser(
{
user: "reportUser256",
pwd: "Changeme_123",
roles: [ { role: "readWrite", db: "reporting" } ],
mechanisms: [ "SCRAM-SHA-256" ]
}
)

WG E T authenticationMechanisms&%{, mechanismsZERREEES
authenticationMechanisms&#FisERNE

4.3.2 BT AR

db.updateUser(username, update, writeConcern )

o o Husername NEETFAIAFZ
o update AX#4ZER!, GEHEFPEREIBIIN,
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o writeConcernHofik&#, THEIENIwrite concernZiil,

db.updateUser(
"<username>",

{

customData : { <any information> },
roles : [
{ role: "<role>", db: "<database>" } | "<role>",

:

pwd: passwordPrompt(), // Or "<cleartext password>"
authenticationRestrictions: [

{
clientSource: ["<IP>" | "<CIDR range>", ...],
serverAddress: ["<IP>", | "<CIDR range>", ...]

}I

s
mechanisms: [ "<SCRAM-SHA-1|SCRAM-SHA-256>", ... ],

passwordDigestor: "<server|client>"

}

7
writeConcern: { <write concern> }
)

K 4-5 update SR
FE it i=lilz]
customData X ik, (F=EE

roles #tH ik, IEFEFPINAE.
rolesELARYEFTIS B =LA
BUHIEERYE

pwd string ok, FFZER

authenticationRestriction | %48 Ak, IRSSEEXTAEFELHE
s NSHIIERT, AFIE
EZAEEARIPiHEIE
g & |IPHBIEER .

mechanisms #¢H A%y, IEEAT eI
SCRAMAPEIRIVSE
SCRAMALH . HRIRBE
SCRAM-SHA-1 01
SCRAM-SHA-256,

passwordDigestor string A%y, B R=TEserver
IR EclientifIS R,
EiINZserver

51
o BHHAFGER
products#iEEFHIAappClient01, EEEMT:

{
"_id" : "products.appClient01",

M H%RAS 01 (2025-02-10) WA © EARTERABIRAE 40



MASEIREERSS
FkisE

4 ETREUREANR

"token" : NumberLong("8424642624807814713"),
"user" : "appClient01",
"db" : "products",
"customData" : {
"emplID" : "12345",
"badge" : "9156"
b
"roles" : [
{
"role" : "readWrite",
"db" : "products"

]

"role" : "read",
"db" : "inventory"
}
]I
"mechanisms" : [
"SCRAM-SHA-1",
"SCRAM-SHA-256"
1
}
THREEEIRAPNBEEXEIREAeHE:
use products
db.updateUser( "appClient01",
{
customData : { employeeld : "0x3039" },
roles : [
{role : "read", db : "assets" }
]
1)

productsEiEZEFHIFAFappClient01, K EFHEEENT:
{

"_id" : "products.appClient01",
"token" : NumberLong("8424642624807814713"),
"user" : "appClient01",
"db" : "products",
"customData" : {
"employeeld" : "0x3039"
L
"roles" : [
{
"role" : "read",
"db" : "assets"
}
1
"mechanisms" : [
"SCRAM-SHA-1",
"SCRAM-SHA-256"
1

}
B AR LMY #ERASCRAM-SHA-256E1E
reporting#E PRI FreportUser256, E{SE1T:

{

"_id" : "reporting.reportUser256",

"token" : NumberLong("2827251846225877395"),
"user" : "reportUser256",

"db" : "reporting",

"roles" : [1],
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"mechanisms" : [
"SCRAM-SHA-1",
"SCRAM-SHA-256"

1

}

M TFRESBYEIRATASE SCRAM-SHA-256 1 SCRAM-SHA-1 £8GEHHIEA
BN RIAE SCRAM-SHA-256 £8GTEEHER .

A\ EE

o WMRFFBFREmechanisms—iEigE, MHREEEmechanismsE AP XHE]
SCRAMHLHIRYFEE

o WNEREFESmechanisms—iEigE, WEJLUSEFAZSIFHISCRAMALE

o XJFSCRAM-SHA-256, passwordDigestordZZBRIA{E "server",

db.updateUser(
"reportUser256",
{
mechanisms: [ "SCRAM-SHA-256" ]
}
)

reporting#EE=RIF FreportUser256, 3 EHFERUT:

{
"_id" : "reporting.reportUser256",

"token" : NumberLong("2827251846225877395"),
"user" : "reportUser256",
"db" : "reporting",
"roles" : [],
"mechanisms" : [
"SCRAM-SHA-256"
1
}

4.3.3 HBRFF

ANl

db.dropUser(username, writeConcern)
o username AEMEZUEREHRIFRRIAFE .
o writeConcern Ha[i%&#, BIREIERIwriteConcerngtBl .

THEEIREEreportUser1 R M= mEE E+ bR o

use products
db.dropUser("reportUser1", {w: "majority", wtimeout: 5000})

MIFR B IhEH Tdb.getUseriE Emnull,

replica:PRIMARY> db.getUser("reportUser1")
null
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Op

xR 5-1 40 RARFGES

REES

ol

admin.system.roles

FhEtIEADREAFIBEENAE, LURHIMSE
RIFRDHIEIR -

admin.system.users

FERPISHIGIEERR S Ea % AFPIEE

o

admin.system.version

=i FB P EIESASRYZRARR AN

<database>.system.name
spaces

BETHIEETRRENESER

<database>.system.index
es

ST BIREFRIFTE RS

<database>.system.profile

BEZEEENERTER.

<database>.system.js

B & B TR ESR JavaScripth94F5k JavaScript X3

<database>.system.views

BETIZHEERNTviewER.
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%ﬁiﬂ‘ﬁﬁﬂﬁﬁ%ﬁ#&ﬂiﬁ, ALY #EMongoDBE FBRICRUDIRE . I¥IBIEENET

Clo!
MONGODBE MANUAL . @
&
MongoDB CRUD Operations
Version 4.0
On this page
Introduction
Installation + Create Operations
* Read Operations
The mongo Shel * Update Operations

* Delete Operations

MongoDB CRUD Operations « Bulk Write

Insert Documents

M HkRAS 01 (2025-02-10) WA © EARTERABIRAE 44


https://www.mongodb.com/docs/v4.0/crud/
https://www.mongodb.com/docs/v4.0/crud/

	目  录
	1 数据库使用规范
	1.1 基础命令规范
	1.1.1 查询命令
	1.1.2 写入/更新命令
	1.1.3 删除命令

	1.2 开发规范
	1.3 设计规范

	2 数据库使用
	2.1 连接数据库
	2.2 创建和管理数据库
	2.3 创建和管理集合
	2.4 创建和管理索引

	3 应用程序开发教程
	3.1 开发流程
	3.2 驱动侧通用参数配置
	3.3 基于Java开发
	3.3.1 驱动包、环境依赖
	3.3.2 连接数据库
	3.3.3 访问数据库
	3.3.4 完整示例

	3.4 基于Python开发
	3.4.1 PyMongo包
	3.4.2 连接数据库
	3.4.3 访问数据库
	3.4.4 完整示例

	3.5 基于Golang开发
	3.5.1 驱动包
	3.5.2 连接数据库
	3.5.3 访问数据库
	3.5.4 完整示例

	3.6 更多教程

	4 管理数据库权限
	4.1 默认权限机制
	4.2 角色管理
	4.2.1 预置角色
	4.2.2 自定义角色
	4.2.3 创建并管理角色

	4.3 用户管理
	4.3.1 创建用户
	4.3.2 更新用户
	4.3.3 删除用户


	5 系统集合
	6 常用操作
	6.1 常用CRUD操作


